
Configure Global Security

Enable security

TCP port for JNLP agents

Fixed : 37759 Random Disable

Agent protocols...

Disable remember me

Access Control

Security Realm

 Delegate to servlet container

 Jenkins’ own user database

Allow users to sign up

 LDAP

 Unix user/group database

Authorization

 Anyone can do anything

 Legacy mode

 Logged-in users can do anything

Allow anonymous read access

 Matrix-based security

 Project-based Matrix Authorization Strategy

Markup Formatter

Plain text

Treats all input as plain text. HTML unsafe characters like < and & are escaped to their respective character entities.

Prevent Cross Site Request Forgery exploits

Plugin Manager

Use browser for metadata download

Access Control for Builds

Per-project configurable Build Authorization

Strategies

Run as Specific User

Run as User who Triggered Build

Run as anonymous

Run as SYSTEM

Delete

Add

Enable Slave → Master Access Control

Rules can be tweaked here
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